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FEDERAL BUREAU OF INVESTIGATION ^IG 


Precedence; ROUTINE 
To: Cyber 

Portland 


From: Portland 

Squad 4 
Contact: SA 


Date: 06/02/2005 


Attn: C3IU 
Attn: A/ SSA 

saIT^ 




Approved By: 
Drafted By: 

NT 


;ase ID #: 
Title: 


dmf 


REED COLLEGE REACTO R: 


Synopsis: To request the opening of a new case. 


Details: On May 31, 2005, SA ir 

>formed SaI_ 1 

1 1 that Portland FBI received a call from 1 

___T 

1 1 at ^ee^^College, who reported that a 


at the Reed College nuclear reactor. 

and SA 


SA 


to Reed College and m et with f 


responded 


Iwhile i nterviewing I 


interview. |_ 


arrived, and also sat in bn the 
Jstated to the Agents that .he was scheduled to 


have a conference call with the,.Ni^lear Regulatory Coiranission and 
asked the Agent to leave. ■— ---^-^ 


Following the conference call. 
returned and interviewed^ 




During this interview it was learned that bn May 10 and May 11, 
2005, a computer system that records ^reactor data crashed. The 
only person who chec;kp-d_intQ. _the_ reac tor at the time wh en both o f 
those crashed wasf 


On May 17th, 2005,[ 


discovered that a wire located”Vithih a piece of circuitry that 
controls a control rod in the reactor was missing. 
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To; Cyber Frorr\ : Portland 
Re; 


im: Pc 

^ 06/02/2005 
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1 IdescribedI 

las being a 

"brilliant" student who was majoring :in| | 

Should haye graduate in the spring term of | | 

1 l^y the 

Dean o£ Reed College• | 

Iboth stated that they 

did not obserye anything unusual about 1 

land 

stated that further questions about theT" 

tenould be 

directed toward the Dean. | 

1stated tnatl 1 
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J approximately One month before the 


incident at the reactor and both were aware of this. 


showeci SA's [ 


Jlicense to Operate the reactor.. They stated 


copy of I 

that they had written a letter to the NRC recjuesting that 
-license be terminated because he is no longer a 
Additionally, the reactor staff has terminated 


stuaentr 
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access to the reactor and taken additional steps to 


increase site security. 


SA 


Twag nnaned and aagianf>d t.o 


wnicn 


which makes it a 20 year felony to intentionally do an act 
causes the disruption in the normal operation of a facility 


regulated by the NRC. These acts are also potentially a yiolation 
of 18 use 1366 for damaging or attempting to damage an energy 
facility. 
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SA 


requested assistance from the Portland 
Cyber squad to help with technical issues nertai ninc; to t his 
case. Request case be opened and assigned to SA 
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Descriptive Data: 


Main Subject 
Name - 
Last: 

First: 

Middle: 

Race: 

Sex: 

DOB 
DLN: 

Address(es) - 
House #: 

Pre Direction: 
Street Name: 
City: 

State: 

Postal Code: 
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2 










To: 

Re: [_ 


Cyber 


From: ^^ortland 
1 06/02/2005 


LEAD(s): 

I 

Set Lead 1: (Info) 

CYBER 

AT WASHINGTON DC 

For information purposes only. 

♦♦ 
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♦)i<>k*)K)K*>K*)ioK>ic)ic*)»c)|c)ic>i^ )WTE TIME IS^IS ***)»«iok>iok 


MOC€ - MEMORY TRANSfllSSICJN STfiRT-JUt^^ ISsiS END-JUN-02 ISSIS 


STN 

RLE NO.-076 

COMM. DNE-TOUCH/ 

STATION NAME/TEL NO. 

PfiGES 

pURfiTlON 

NO. 

001 

OK 

fWR NO. 

s 

9S03SS25400 

004/004 

60:00:36 
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FBI FACSIMILE 
COVER SHEET 


PRECEDENCE CIASSMCATION 


Q tsDSacdim 
O Priority 
O Rovti&e 

fJD 


□ T e g 8it w t 
O-Seew t - 

n Pnn'^iTmfiiT 

Wm WBWWVVni^ 

O Scnririvc 

□ UodassiSed 


Name of 0£cc 


TSme TransmCttodk §.:\o 
Sanda*a Saida^jc: 

Number of pages; , ^ ^ 

^xidhidmg cova shod) 


m 


Date; 


PacsimacNtaabof. -* 


Atta: 


From; . 

Room Tdephoae 

Subject: _ 1 I 

N<ilmO of Office 

1 1 


J 

Ord Mtu. tfe 

_ 

._ fe _ 

1 

1 

s 

'^boAL Mt>LA '. 

‘ 

OrigjtaatoYs Nxrn 

Cri^aator's Facs 

Approved.' 

te: 1 1 Telephone: , 

lyyiiv NcQoabcc: W3.52S-339S 




Brief DesGRptloa cfCoiaaRjsriearioa Fdxed: 
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WARNING 

Zofmacictt attached to the cover sheet» US. Coveroment Property^ Ifyoa are act the mtendod Tccipicat of this lAi^rmaticn 
disdoswe^ icptoducrioa* distriburioe, 0< use of this Safetmarioa Is jprohAbited (IS.USC, 5 641). please coril^ the ori^aatet ot 
local FBI Ojficc immedJKdy to a«a»ge tt pfcpor di^itkA. 
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FEDERAL BUREAU OF INVESTIGATION 


TXG 


Da^ of txanscri^tioa 06/08/2005 

I I born ] I telephone 

number I was rnpervaewed at ner place or employment, 

Re ed College, 3203 sk Woocl^ock Blvd., Portland, Or egon, 97202. 
Atter neinq made aware oJ^ the ide ntity of the inter-vrewinq^Aaent 
and the purpose of the interview, provided the following 

information: 

stated she had just come from a meeting attended 



The meet ing pe rtained to an incid ent with Reed's nuclear. 

reactor. I ~| stated ! | born | _ 

called the meeting t o explain to the Reed nuclear lab senior staff 

^ what had happened to the labs MultiTrend (MT) ■, 
a computer wnxcn monito rs and displays analog input through a 
digital display.I lis the!I 


I recalls statements rnade by| 
during the meeting as follows: 

On May -10, 2005, the MT at the lab was found to be in 
the "flushing mode", where data is moved from the MT to a personal 
computer for analysis. The MT was frozen, so | [checked th e 

logs to determine if a nything was wrong with the MT. I | 

conducted a soft res et P I the 

MT came back online. I I then left the lab. I ptated 

she would check the logs and let the interviewing Agent know what 
time this occurred and if in fact there was a soft reboot 
conducted. 

,-^-, 

_At 1:37am on May IT, 2005, _| 

I l at the lab, was called in ‘to the lay to fix the M T, 

which was not working. At 3:00am on May 11, 2^05,1 I emailed 


lovestigatioo OB 06/03/2005 at Portland, Oregon 


Date diluted 06/08/2005 


I-1 I 

Tliis <5ocutneat conUins neither reoMnmetwUtiotts nor oixKhistons of the FBI. Jt is tf 
it ^n4 its contents ^re not lo be distributed outside your agency. 


property o: 


ff- ^Mol 


to your agency; 
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Contixwtion of jfD-302 of 


o. 06/03/2005 2 


the lab staff informing the MT was stil l broken and needed to be 
fixed. On the morning of May 11, 2005, 1 l emailed the lab 

staff and Informed she had fixed the MT. 

was required to bring the MT back online, _ 

seemed surprised to find out the MT had been fixed. 


A full so ftware reinstall 
stated 


_|came to the l.ab the night of May XI, 2005, and 

found the MT to be working. | b onducted a soft reset and 

screen reload on the ^T. even th ough it was working. When 

Istated the "extr aneous", o r extra 


questioned about this 


stated 


screen maps, where enabled and he disabled them., 
she had checked the "extraneous" screens earlier' in tne cay and 
knows they were not enabled. 


stated in April, 2005, the MT failed and the log 
indicated that disabling the extraneous screens had fixed the 
problem. 

I Istat ed MT was working when he left the lab on 

May XI, 2005. 1 I came to the lab at 11:00pm on Ma v 11. 2005, 

and found the MT screen black, and could hea r a distinct i 
I bonducted a soft reset 

to no ava il.I 


happened. 


1then tried a full reload and nothing 


mo lds the data wnich is sent from tne MT to 


the PC with no success. 


1 1 still no success.| 

cnecxea an tne canies 


functioning.f 


still tailed 
_[ 


J the PC and the MT, but the MT 


]call.ed|[ 


._^around midnight on Ma v IX. 200 5. 

came to the l ab and tried all, the things whichl I had 


tried with no success.[ 


PC and the MT and attempted a [ 


downloade d from an Unknown website. The MT stated successfully. 
I I stated he did not know why the previous attempts didn't 

work. 


During the meeting] 

__“_n_ _ • _A 


have been the pro blem, sigh ting an error 


btated the f 
X which haa 


occurred" 


may 



did not E 

problem. 

_1 


asked 


Istat ed she disagre ed with 

*]which fixea cae 


if there were an "Easter Eggs", or 
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b6 
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b7E 


b6 

b7C 

b7E 


b6 

b7C 

b7E 
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CoEktbuation of FP-302 of 


■o. 06/03/2005 .3 


hid den code wi thin the operating system or an applicanioci—on—tha 


MT. 


stated he was aware of one which would 


I 


_ [ stated 

there was another "Easter Eaa" which existed at One time, but had 


been removed 


t 


tested the MT 


at the meetingT 


lit was determined 


[was aware of thej 
I tor the MT, with th^ 
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why a[ 


sam e time the MT issues arose, 
any^^issues. 


was asked during the meeting -if he was aware of 
JEaiiure of the nuclear rea ctor had occurred at the 




stated he was unaware of 









Northwe^ ROfl 

1201NE Iloyd Blvd., Suite 600 

Poft^. OR 97232 


REQUEST FOR SERVICE 


Date of Request: 06/02/2005 NWRCFL CASE #; 

Classificatloa #| 

Service Type: 0 Lab Imaging/Exam □ Search Warrant Assist □Presentation/Training 

Requesting Agency: PBI 

Agency Case #: 



Submitting Person/ID#: SA 

Case Title: Reed College 

Case Agent SA 


Date of Offense: 06/02/2005 

Case Agent Phone '#: 



Date Seized: 06/02/2005 

ADA/AUSA Assigned: 

Case/Crime Type: DT 

ADA/AUSA Phone #: 

Pending Court Dates: 

Date Analysis Needed: imm/M/yy) 06/06/2005 

Exigent Processing Needed: 0Yes ONo 

If ye^ explain ffor exigent procea^'r^. 

PC needed for Nuclear Lab 

Is the Suspect In Custody: DVes 0No 

Has The Suspect Been Charged: QYes 0No 

Legal Authority for Search: (select) 

o © o o 

Search Warrant Consent Grand Jury Subpoena Parole / Probation Violation 

c 

other. .. 

RCFL Examiner Consulted Prior To Search Warrant: (Piea^ attach or search warrant, ASfxssmx & pertinent reports) 

SA/FE 

Has this Evidence been previously viewed and/or accessed by anyone? (ExtJain) OVes i 
NoLE. 

0No 

Axe you aware of any privileged information contained within evidence? (Exc^ain) OYes 

0No 

piease provide: User Names, Screen Names, Passwords, and e-mail addresses. 


Service Requested; (Requests tor fiew s^vice must Ije revived at feast 2 busing days prior to the search) 

Image drive for review. 

Items to be examined: (include evidence# or exhWt#) 

1b1 - Dell Optiplex GX270 - SN; HKM4551 

1 RCFL USE ONLY 

Date Case Received; 


Received By: 


Case Priority: 


Priority Established By: 


Examinen 


Date Case Assigned: 
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^ Version 01/2005 y 














NWRCFL 


Evidence Receipt 


Regional Computer Forensic Laboratory 

1201 Uoyd Blvd., Suite 600, Portland OR 97232 
503-249-3750 FAX; 


NWRCFL-05-0120 


Evidence Details 


Description: 

Computer: Desktop: COMPUTER * DESKTOP Storage Location: fUndetermined] 
Make: Model: 

DELL. _OPTIPLEXGX27Q__ 


Serial Number: 
HKM4551 


Case ID / Lab number; 
FWRCFL-<^120 

tab Desi9ndtion:» 

Questioned (Q) 


liiiniiiiiiiuiini 


NW0000064 


Property / Evidence Receipt 


Date/T&ne 

Oat«/Tim« 

C6/06/200S 


^R^eatedBy 


Received By 
Ny/Aflfi^Y —■ 


"Indicate* tha Witna** actad a$ an evtS 


Page 1 ot1 
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\__Qf. 


UNITED STATES DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 
Receipt f or Property Received/Returned/Released/Seized 


File # 


(date)_(v ^ PooS" 


item(s) listed below were: 

□ Received From 
(g^eturned To 

□ Released To 
Q Seized 


(Street Address)^ 


Description of Item(s): 

l-biUOfHoW - SM‘. H-S^\ 


Received By: 


eceived Fro 
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DEPARIMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

CONSENT TO SEARCH 


1. I have been asked by Special Agents of the Federal Bureau of 
Investigation to permit a complete search of: 

(De«crit« the per$on(t), or thms(t) to te eeirched.) 





2. I have been advised of my right to refuse consent. 

3. I give this pe^ission voltintarily. . 

4. I authorize these agents to take any items which they determine may 
be related to their investigation.’ 


Date 

witness 












This is to certify that on_ at_ 

Special Agents of the Federal Bureau of Investigation# U.S. Department of 

} s . ? 

Justice, conducted a search of ___ 

I certify that nothing was removed from my custody by Special Agents of 
the Federal Bureau of Investigation, U.S. Department of Justice. 


(Signed) 


Witnessed: 

Special Agent 

Federal Bureau of Investigation 
U.S. Department of Justice 


Special Agent 

Federal Bureau of Investigation 
U.S. Department of Justice 


, i 
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FEDERAL BUREAU OF INVESTIGATIOrjFlG 


Date of tra?Kcri]f>tioa 06/08/2005 


rii 



)er 




born 


telephone 

was incstviewed at her place o£ employment , 
eed College , 3203 SE Woodstock Blvd., Portland ,- Q7:>n:>^ 

After being made aware of the icte ntrtv ot tne interviewing Agent 

provided the -following 

X 


b6 
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and the purpose of the interview, 
information: 


_ 1 

1 stated she did not knov/T^^ 

1 born 

1 1 very well. I I 

descriJ^ectl 

las wxtharawn ana an antrovert. [ 

Istatea 

1_. 

lin Aoril 

2005.1 1 

explained I 

Idoes not mean vou lose access to tne 

scnooi, 3 ust some area's ot the campus. 

1 lat 

Reed.| |does not believe 
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Investigation on 06/03/2005 at 

Portland, 

Oregon 

File # 


Date dictated 06/08/2005 


SA 




This document contiins nether recommeod^tions nor coc^sions of the FBi It h the pi*c^)erty of the FBI is loaned to yew agency; 
it and its extents are to be distributed outside your agetwy. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of traascriptioo 06/08/2005 


On June 2 . 2005.f 


, , ^telephone niimberl__ 

I pocn eropjLoyea p: ^Reed Colleg e located 
at 3203 _SE Woodstock^lV^ . Portland OrpgQp . ^thprlzed Agent's of 
the Federal Bureau of ^Investigation to search the contents of a 
hard drive of a computer from the college. A description of the 
computer is as follows: 


b6 
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Make: 
Model: 
Serial#: 


Deli 

Optiplex GX-270 

HKM4551 



Investigation on 06/06/2005 at 

Portland, Oregon 

File # 


Date dictated 06/08/2005 

by 

SA 




This 4o^ment conuins neither reoc>njmen<^tions nor ooaclusions of the FBI It is the prop^ty of the FBI and is loaned to your agency; 
it and its contents are not to he distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of traascriptioa 


^ I l^^ephone number and 

I notn empxoyea b ^Reed College located at 3203 SB 
Woodstock BlvdT, Portland, Oregon , authorized Agent's of the 
Federal~Bureau of Investigation to search the contents of a hard 
drive of a computer from the college. A description of the 
computer is as follows: 


Make: 
Model: 
Serial#: 


Dell 

Optiplex GX-270 
HKM4551 


Special Agent (SA) I [ took possession of 

the computer on June 2 , 2005^^ |signed an FD-597 for the 

computer. The computer was then taxen to and imaged by the North 
West Regional Computer Forensics Lab (NWRCFL). 

The FD-597 and the Request for Se rvice (RFS) from the 
NWRCFL have been sent to thel lease file. 



This documcat conuins nether recoxnniendatioos nor coiKlvsicas of the FBI. It is the prc^jcrty of the FBI t$ loaned to your agency; 
it and its contents are not to be distributed outside your agency. 






U.S. Departn^l^f Justice 
KARIN J.IMMERGUT 

United States Attorney 
District of Oregon 

im SfT Third Avenue. Stiite 600 Office; (603)121-1000 

Portland. OR 91204-2902 Tixi(503) 121-1111 


RULE 6(e) CERTIHCATION 


July 26,2005 


Special Agentj_| 

Federal Bureau of Investigation 
1500 SW First Avenue, Suite 400 
Portland, OR 97201 


RE: 


Dean 
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In connection with the above matter, various records, grand jury testimony, and/or 
witnesses have been presented to the grand jury and are made available to you in connection with your 
investigation. Such disclosure is made to you under the provisions of Rule 6(e), Federal Rules of 
Criminal Procedure, which provides, in part, as follows: 


(3) Exceptions 

(A) Disclosure otherwise prohibited by this rule of matters occurring 
before the grand jury, other than its deliberations and the vote of 
any grand juror, may be made to- 

A 

(i) an attorney for the government for use in the 

performance of such attorney’s dut>^, and . 



(ii) such governmental personnel-including those of a 
state or state subdivision or an Indian tribe- as are 
deemed necessary by the attorney for the 
government to assist an attorney for the government 
in the performance of such attorney’s duty to 
enforce federal criminal law. 


(B) Any person to whom matters are disclosed under subparagraph (A) 
(ii) of this paragraph shall not utilize that grand jury material, 
testimony, and/or witness information for any purpose other than 
assisting the attorney for the government in the performance of 
such attorney’s duty to enforce federal criminal law. An attorney 
for the government shall promptly provide the district court, before 
which was impaneled the grand jury whose material, testimony. 










and/or witness information has been so disclosed, with the 
names of the persons to whom such disclosure has been 
made. 

Accordingly, you may not use any grand jury information, testimony, and/or witness 
information you receive in regard to this investigation for any purpose other than assisting the 
attorney for the government in the performance of such attorney's duty to enforce federal criminal 
law in this particular criminal investigation. Any misuse of grand jury information, testimony, 
and/or witness information for another purpose or any unauthorized disclosure of matters 
occurring before the grand jury may be punishable as a contempt of court. 

Additionally, you are further advised that pursuant to this rule, your name will be 
supplied to the U.S. District Court as an individual to whom Rule 6(e) disclosures are being 
made. You are further directed that in the event it becomes necessary for you to discuss or 
disclose this grand jury material, testimony, and/or witness information with other members of 
your agency, you are to obtain my permission for such disclosure prior to such disclosure and to 
provide me with the names of such persons so that this additional information can be reported to 
the court. 

AND Pursuant to Grand Jury subpoenas for records and documents protected by The 
Right to Finmcial Privacy Act (12 U.S.C. §§3401 et seq ll you are advised that pursuant to 12 
U.S.C. §3420(2), the financial records and documents you receive in response to a grand jury 
subpoena: 


Shall be used only for the purpose of considering whether to issue 
and indictment or presentment by that grand jury, or of 
prosecuting a crime for which that indictment or presentment is 
issued, or for a purpose authorized by rule 6(e) of the Federal Rules 
of Criminal Procedure, (Emphasis added.) 

When you receive these records and documents they must remain in your custody and under your 
control and may be used by you in investigating the alleged violations of federal criminal laws. Disclo¬ 
sure of these records for any purpose other than those quoted from Section 3420(2) is absolutely 
prohibited. 







t > r- 




1 

Finally, you are directed to advise me promptly of the status of investigative steps instituted by 
you based upon the grand jury materials, testimony, and/or witness information disclosed to you. 


* Please sign the original of this letter indicating your knowledge of the requirements of Rule 
6(e), keep a copy for your records, and return the original signed copy in the enclosed envelope. 

Very truly yours. 





_r 


KARIN J.IMMERGUT 
United’States Attorney 


Assisiant U.5. Auomey 


b3 

b6 

b7C 












Automated Serial Permanent Charge-Out ' 

FD-5a (1-5-94) 

Date: 09/30/05 Time: 


Case ID: 


Description of Document: 

Type : OTHER 
Date : 06/09/05 
To : PORTLAND 
Prom : I I 

Topic: TWO FAX TRANSMISIONS FROM 


Reason for Permanent Charge-Out: 

Incorrectly serialized 
Transferred to: 


Case 3D: 


Employee: 


18:35 
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S(5uad $vp$fvi$of e^oval 
(ptease «^l) 


^jLorrpfi 


AccompTi^iment R^?ort 
^kshrnertf t)e r^x^fted and 
within 30 <5aya frcxri date 0 ^ acconpf^^ 


# 


Date Pr^>^ed 
Date Loaded 
Data Loader'a Htiaia 


SSISL 

^nai 


Accorr^liahment jnvotves: 
(check an that 


Onjgs 

a 

A Fugitive 

o 

Bankruptcy fraud 

o 

Corrputef fraud/Abuse 


OcxT^DtKxi ct PUdRc 0^ 

Money Laundering 

o 

Sub Invest Asst by fO ($) 

□ 

Asst.FO($).^— 


A, B, C, 

0 


Ta$k force 



f »re Nurrd&er 


L&St 


SoaSeaNo, 



Investigative Assistance or Techfrfcjue Used 
t-lfeed. tu dtd not help 3 • Helped, eubstantjally 

2,-Hetped, minimally 4 • Absolutely essential 

for Invest. Assist by other FO (s) indicate A8.C,0 for correspolxfin^ FO 


lAT i 


Fn. Analyst 


Aircraft Asst 


Coff^x^ler 


Consen Mon. 


Etsor/FiSC 


Etsur/T. xa 


Eng. Field Spt 


LngTapeEx 


legate Asst 


Evid Purchase 


W/CW Wo 


UT 


OlV. E 


Lab. field 



Pen Registers 


Photo Cover. 

■ 

Polygr<^ 

□ 

Search Wanrart 


Show Money 

□ 

SeXSAsst. 


Swat Team 


TiechAg^ip 


Phone Ton 


Rata FO 1AT 


UCO-Groin?! 


ICO *010000 


UC0-Nat8ack 


NCAVC/VI- 


CiinrvWS Intel Asst 


Crisis Neg. - Fed. 


Crisis Meg.-Local 


ERTAsst 


Butte-ITC 


Sav.lTC 


Poc-ITC 


Rata FO tAT 


PtMcn-rrc 


For. Lang Asst 


NonFBIL^E 


Viet-With Cobr 


10 Wanted Flye 


SAR$ 


CARt 


Asset Fort Piog 


Fort Support Proj 



A. Complaint %fofmatiqy Indictment 
g'federal Q Local Q Interrfc^tonai 

Con^plalntDate: _, 

Check if Civil R ico Complaint Q 
Information Date; n|oolago5 
Indictment Date:, .., - 


B. Locate/Arrest 

Q federal □ Locs^ □ Ihternatipnal 
Sirt?ject_Prloriiy: QA Q8 QC 

Locate Date: ,. 

Arrest Date: ... ..^ 

O Subject Resisted Arrest 
Q Subject Arrested was Armed 


C. Summons Date: , ^ ^ ^ ^ . 

Q f eder ^ Q Local 


D- Recovery/RestitutIon/P£LP X 
P Feder^ Q fjocei Q mternationcal 
Recovery Date: 

Code * / Amewt S , , 

Code • ^ Amount 

Restitution Date;. . 

O Court Ordered Q Pretri^ Diversion 

Cc^ * y Amount 

PELP Date: .. 

^ Anrjounl 


E- Hostage(s^ Released Date: 

Released by: Q Terrorist O Other 
Number of Hostaoes: . ... ,. , , 


Conviction 

□ Federal P Lc^ Q Internatiortal 

Conviction Date: , _ 

S(i?i^_Oescr‘^Xion Code: „ , * ( ) ' 

for 6F, G, H-Include Ageixy Cocte 
P felony or p Misdenr^aanor 

p Plea or p Tri^ 

State: JudiesC^ict: ... . 



H. Sentence Date: 

Seiltence Type;, 

In Ye^s^ 

Suspend^: Years, 
Prcixsrtion: Ye^s, 
$ - 


.Months^ 

.Months, 

Months. 


L Disruptlon/Dlsnfiantlement: 

Oi$rup/don Date; ^ , 

, ..- ■■ 

Completion cH f 0-515a Skfe 2 Mandatory 


J. Civil Rico Matters Date: 

Afeo CoJT^Iete "Section G" 

Other Cfva Matters Date : 

Judgment _, . _ • 

Judici^Outcome, ^ . , . , *x 

Amount ... , - 

Su^Donsion: Ye^s Months . 


K. Administrative Sanction Date: , , , , , 
Subject Oescf lotion Code * 

Type; Len^: 

P Su^)en$ion p Pernwient 
P O^jaarnent or 

P Ir^unction Yea r Months , ^ 


U Asset S^zure Date: 

Asset forf^ture Date: ^ ^ ^ _ . . 
CATS # Mandatory , , 

Circle below or« of the three a$$et,forteiture: 
Adrr^ CfWI JudidaL or Crimind 
Do rwt indict $ vaK^e in Section O 


M. Acquittal/Dismissal/Pretrial Diversion 

(circle ode) Oarte; . .. , „ , , _ , 


N, Drug Sdzures Date:, ^_„ , , 

t^Code r ■ . ____ 

Weic^ __ ■ Code * 

FDIN .. 

Oo not indicate $ value in Section O 


O- ChBd Victim Information 
Child locat^identtfied Date: 

• P Living p Oeoea^ 


P. Subject Information - Required for all blocks excluding biock D (Recovery/PELP), blocks E, I, L, and N. 


N^ne I Race • I Sex I OateofBirti 


FJace • 

Sex 




Soci^ Securty No. Of avail^le) 


For r^lictmenilsConvictiori^ only: 

o Subject related to an LCN, Aslan Orgartfzed Crime (AOC^. RaBan Organized Crime (KXJ), Russian/Eastern Eurc^an, CarPW?ean, or Nigerian Organized Crime Group - 
Con^iete FO-515a. Side t Slocks A-E mandatory, F-H as ^:prc^iate. 

o Subject related to an OC/Orug Organtzatien, a VCMO Program National Gar^ Strategy target or a VCMO Program National Prioriey Initiative tar^ group - 
CompFete FO-515a. Side t Slocks A-C onTv 


_ No.offO-$15 

X AcWit^on^infofim^ionrnaybeacfcfedbyattachaTgario^Tef formorapfainsl'^ 

■ See codes on reverse side, 

/ Recp.*ire$ that en explanation be 5^jact^^idk)Gded into ISRAA lor recovery over $ 


































































































r©r Farther See; MAOP, Par! II, SectiOfts 3-5 thT^ 3-53, 


WrPRTV COMS 

RACE CODES' 

/^lOGMENT CODES 

0\ 

Cask 

A AsiaaTaciftc Islander 

c; 

Consent Judgment 

QZ 

Stocks, Sotxte or Negot Instruments 

B Black 

CO 

CWl Ordered Settlement 

OJ 

General Retail Merchandise 

1 Indian/Americaft 

Of 

DefauH Judgment 

04 

VehKjtes 

U Unknown 

Df 

Dismissed 

05 

Heavy Machtnery ^ Equipment 

W White 

IN 

Judgment Notwithstanding 

00 

Aircraft 

X Nontndividual 

MV 

Mixed Verdict 

07 

kwetry 


SJ 

Summary Judgment 

oa 

Vessels- 

AGFNCV CODES 

VD 

Vcfdicl for Defendant 

00 

Art; Antiques or Rare OoHectioos 


VT 

Verdict for plaintiff 

n 

Real Property 

AF015' Aif Force Office.of Special Investigati^ 



20 

Att Other 

ACIS* Army CrimmiJ InvestigaOve.Service 

I I’DtOAL OUTCOME 



BATF' Bureau of AkohoL tobacco & Frearms 

I^A Bureau of Indtan Afiaim * 



SCNTf:NCXTVr«S' 

AO 

Agreement 



DCAA Dcfcn^ L^tract Audit Agency 

»R 

Barred/Removed 


Capital PutMshmertt 

DOS Defense Ofimind Xnvestigattve Service 

cc: 

Ovd Contempt 


7ail Sentence, * 

DBA Drug Enforcement Admimstralion 

CO 

Dsciptinary barges 

ir 

t'rfe Parole 

DOC Department of Corrections 

FI 

Fine, 


tiTe Sentence- 

DOt Bkpt of Interior 

PI 

Preliminary Injunction 


No ^ntence ^Subyccl «s'a Fugrttve, 

BPA environment^ Protection Agency 

PR 

Temporary Restra.ning Qrder 


Insane, has Died, or ts a 

FAA federal Aviation Adminisb-ation 

PS 

Pre^diftg SetCemenl 


<krporat»on) 

FDA Food and Drug Administration 

RN 

Restitution 

Pa 

probation 

FDIS Dept of Health & Human Services 


Suspension 


SuspensKHi of /ad Sentence 

HUO DepC of Housing &. Urban Devekipment 

VR 

Voluntary Resignatioa 

YQ, 

Youth Correction Act 

INS Immigration and Naturalization Service 

ZRS Internal Revenue Service 

07 

Other 

prLPCat>ES 

NA$A Nall Aeronautics &. Space Admin- 

DRLGCX>DES 



N8JSS Natl NAKC Pbrder lnter,dicUon 



22 

Counterfeit 

NCSS Naval Oimmid Investigative k^ice, 

COQ Cocaine; 


3tocks.^^ontfaK^<rre^cy/ 

RCMP Royal Canadian Mounted Pplvce. 

HER 

Heroin 


Negotiable InstAiments 

SBA Small Business Administratioo 

HSB Hashish 

2> 

CbunteiTett^Pirated Sound 

USBP us:Border Patrol 

KAT 

Khat 


Recordings or Motion Picn^es 

USCO USCoastCuard 

LSD LSD \ 

24 

Pank Theft Scheme Aborted 

uses u S'Customs Service 

MAR Marijuana 

25 

Ransom, Extortion or Bribe 

USDS US Department of State, 

MDM McthylenediOKymediamphetarntne 


Demand Aborted 

USMS US Marshals Service 

MET Methamphetamme; 

20 

Theft From or Fraud Against 

USPS US Postal Service' 

MOR Morphine: » * * 


CJovernment Scheme Aborted 

USSS US Secret Service' 

OPM Opium 

27 

Commercial or Indus^'iaf 

USTR US Treasury 

OTD Other drugs 


Theft Scheme Aborted 

toe Local 



20 

AI« Other 

CITY City 

DR VG weight codes 



OOUN County 

ST State 

CM 

Gnm<s> 



OTHR Other 

KG 

Kik>g]ram(s)^ 




L 

Literfs) 




ML 

MilUl>ier<s) 




P 

plantD) 




DU 

Dosage Uiutfs) 



SUejRCI^ DESf'RIPTfON'COJOlpS 



ORGani^i:o c«^jme 

tWfON MEMRERS 

of GOVrR.VMrNrjSFfSdFCTS 

k/iJECTS 






5D PresideiA 

bS 

Local Legislator 

IF 

Boss 

Vke-Presideni 

bT 

Locaf Ridge/Magistrate. 

IG 

Onderboss 

5F Treasurer 

bU 

Local Prosecutor 

IH 

Coftstgtiere- 

5G Secretary/Treasurer 

bV 

Local Law Enforcemeni Officec 

\i 

AaingBoss 

5H ExeeuoveJ^ard Member 

bW 

bP 

IK 

Capodecina 

51 Business Agent, 


State Law enforcement Officer 

lU 

Soldier' 

52 Representative 

6D 

State - Aft Others 



5K Ogantzer 

bR 

Mayor Local» Att Others 

KNOWN CKtMXNAl^ 

5L; Business Manager i 

6X 

County Commissioner 

City Councilman 



5M financial Secretary 

6Y 

2A 

top Ten or! O, Fugibve- 

5N Receding Secretary 


2a 

Top Thief 

5P Office Manager 

RANK f MP|X)YEr4t 

20 

TopCSm Man 

5Qf Oerk 

SR Shop Steward 

7A 

Bank Officer 

FOREIGN NATIONALS 

5S Member 

7B 

Bank Employee. 



5T Trustee, 



JA 

Legal Aliea 

5U Other 

OTHERS 


IJJega? Akcp 




5C 

F^eign Ofticiat WAha 

COVERNME/^T SL:JWECTS 

SA 

Att Other Subjcets 


Diplomatic Immunity 

(ef, 6G, *a- tncli^ AgcKy Code) 

*B 

Company or Cor'poration 

JO 

U N Employee W/out 





Diplomatic Immunity 

6A Presidential Appointee' 

0«ID predators 

je. 

foreign Student 

bB U S: SenatoryStaff 



3^ 

Att Olhere 

6C U S RepresentaoveyStafT' 

9A 

Child Care provider 


6D Federal /udge/Magistrate 

9B 

Clergy 

TERRORISTS^ 

6E, Federal Prosecutor 

9C 

AditetiC Coach 



6F” federal Law Enforcemeitf Officer 

90 

Teacher/Aide 

4A 

Known Member pT a 

bG federal Employee r CS f J &, Above, 

9S^ 

law Enforcement Personnel 


TenroriSl Organization 

6H Federal Employee « CS 12 Below 

9f 

Counselor 

4^ 

Possible Terrorist Member 

b/ Governor 

9G 

Relative 

or Sympathizer 

6K L* Governor 

9H 

Stranger 



bC Sta^eEegi^ator 

9t 

Other , 


Siat€ A«Jg«A4agi!,vat«. 
6N 5?8t^ prosecutor 





10/17/05 18:01:16 


/ 

Pese 


f. 

1 




10/17/2005 


C^e Number: 
Serial No.; 


*************** information **♦♦♦♦*******♦* 

SENSITIVE / UNCIASSIFIEO 


Stat Agent Name: 
Stat Agent W.: 


a 

Report Oate: 10/17/2005 
Accora oate-: 09/20/2005 


Does Accomplishment Involve 


Drugs .. ..^..:N 

A fugitive.. . - . : N 

Bankrqstcy fraud. » . . ^ : N 

Computer fraud/Abuse- - - ^ : Y 

CorrxqDtion of Public Officials: N 
Money laundering- N 


Subject Name 


RA Squad Task force 

HQ 4 


Sub- Invest- Asst by Other fOs: 


Investigative Assistance or Technique Used 


fiNAN ANALYST 
AIRCRAFT ASST 
COMPUTER ASST 
CONSEN MONITR 
EL^R/fiSC 
Ei^R/in 
ENG FIELD SUP 
ENG TAPE EXAM 
LEGATS ASST. 
EVIONCE PURCH 
INFORMANT/CW 


LAB DIV EXAMS 
.AB FIELD SUP 
>£N REGISTERS 
>HOTO CPVERGE 
>aYGRAPH 
5RCH WAR EXEC 
5KOW MONEY 
5CW ASST 
5WAT TEAM 
TECH AG/EQUIP 
TEL TOLL RECS 


UCO-GROUP I 
UCO-GROUP ll 
UCO-OTHER 
NCAVC/VI-CAP 
CRIM/NS INTEl 
CRTs NEG-FED 
CRIS NEG'LOC 
ERT ASST 
BUTTE-ITC 
SAVANNAH-ITC 
POC-WRCSC 


FT. MON-NRCSC 
FOR LANG ASST 
NON FBI LAB EX 
yiCT-WITN COOR 
10 WANTED FLYR 
SARS 
CART 

ASSET fORF PRO 
FORF SUPPORT P 
TFOS/CTD 
CXS/CTD 


Information is for federal. Local, or International (F/L/lf 
Serial Number of Information............................: 


1 » Used, but did not help 

2 » Helped, Minimally 

3 » Helped, Substantially 

4 * Absolutely Essential 


b3 

b6 

b7C 

b7E 


b7E 


United States Code Violation 

'ai« a »« aiimMwsns* K s ■ 

Title Section Counts 


42 2284 1 




I jiLjv jmrmjtrmjmrmnaLM m-m'mjmjm. mmit m_m 


Accomplishment Narrative 


SENSITIVE / UNCIASSIFIEO 
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FEDERAL BUREAU OF INVESTIGATION 


ASCII 


Precedence: ROUTINE 
To: Portland 


Date: 04/18/2006 


From: Portland 

Squad 4 
Contact: 


SA 


Approved By: 
Drafted By: 




b3 

b6 

b7C 

b7E 


Case ZD #: 


Title: 


RSE£> C0LLE<3B’ RBACtOk; 

et al; 


Synopsis: Request case be closed. 
Administrative: Please close case, 


Det ailsi 
witW 


The I l ease went to pretrial diversion 

Ideclaring he 4iad staged the nuclear reactor failure 


^^6 


as par t ot a ploy to be called in to "save the day". As a 
.result J [rea ctor license with the NRC was suspended for 

5 years, and] |was removed as a student from Reed college 

for a year. 

All leads regarding captioned case have been covered. 
All evidence collected in this case has been disposed of or 
returned. There are .no .ELSUR issues to be resolved. All 
statistical accomplishments have been addressed. 


ib6 

b7C 


♦♦ 






b3 

b6 

b7C 

b7E 


/ 







